
Terrorism Survey—To be Completed by ALL organizations 
 
Please fill in the following: 
 
Name of  AGENCY/BUSINESS 
 
 
 
Mailing Address 
 
 
 
Location--NOTE:Please provide Latitude, Longitude and elevation of the 
main entrance to your facility. If you do not have access to a GPS unit, please 
contact your local law enforcement office for assistance. 
 
 
 
 
RATE THE FOLLOWING FOR VULNERABILITY ON A SCALE OF 1-10, 
 1=LOW vulnerability, 1=HIGH vulnerability. CIRCLE your rating. 
 

 1. Potential Terrorist Intentions.� 
Consider:�• Are you aware of any terrorist threat to your organization?�• Are you 
aware of a history of terrorist activity in your area or your specialty?�• Are you aware of 
the level of capability of any suspected terrorist which you believe poses a threat to your 
organization? 
 
 

 
 
 
 

2. Specific Targeting.� 
Consider:�• Have you obtained current information from law enforcement or other 
sources that your organization has been targeted by terrorists?�• What is the reliability of 
these information sources?�• What is your organization's public visibility?�• Does the 
nature of your organization's activity lead you to think it may be targeted?�• Are there 
activities that indicate possible terrorist preparations in your area or specialty? 
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Must add comment if HIGH vulnerability circled. 
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3. Visibility of your Facility/Activity within the Community.� 
Consider:�• Is your organization well known in the community?�• Do you regularly 
receive media attention?�• Is your organization nationally prominent in your field or 
industry?�• Is your location and the nature of your activity known generally to the 
public? 
 
 
 
 
 

 
4. On-Site Hazards. � 
Consider:�• Are hazardous materials, explosives or other dangerous items on your 
site?�• Do you store or use biologic or chemical materials that have the potential to be 
used as a threat or weapon?�• Do you have a system to control access to hazardous 
materials, explosives or any other dangerous materials at your site?�• Can any products 
stored or used on your site be used as or in the manufacture of a mass casualty 
weapon?�• Can any products stored or used on your site cause extensive environmental 
damage? 
 
 
 
 
 
 
5. Population of Site/Facility/Activity.  
Consider:�• Do you have more than 250 people normally present at your site?�• Do 
you have more than 1,000 people normally present at your site?�• Do you have more 
than 5,000 people normally present at your site?�• Do you hold events at your site that 
attract large crowds? 
 
 
 
 
 
 
6. Potential for Mass Casualties.� 
Consider:�• Do the materials stored or used at your site have the potential to create 
mass casualties on-site?�• Do the materials stored or used at your site have the potential 
to create mass casualties within 1 mile of your site?�• How many people live or work 
within one mile of your site: 500; 1,000; 2,000; 5,000; more than 5,000? 
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7. Security Environment & Overall Vulnerability to Attack.� 
Consider:�• Does your organization have effective internal security procedures?�• 
What is the law enforcement presence in your area?�• What is the hardness, level of 
blast protection, etc. of your facilities?�• How accessible (security presence, access 
control, ID badges, metal detection, buffer zones, fences, etc.) of your facility?�• Are 
your assets and/or their potential recognized as a symbol?�• What level of public access 
is necessary for you to function?�• Can you control high-speed vehicle approaches to 
your facility?�• Do you have access control to your parking area?�• Do you conduct 
vehicle searches when entering facility grounds or parking areas?�• Do you employ 
detection/monitoring systems (video surveillance, intrusion detection systems, etc.)?�• Is 
parking permitted adjacent to or near your buildings?�• Is your delivery area supervised 
during hours of normal business?�• Is your delivery area access blocked during hours 
that your business is closed? 
 
 
 
 
 
 
8. How Critical are your products or Services?� 
Consider:�• What is the importance of your organization to the community?�• What is 
the importance of your organization to your industry?�• Is your organization critical to 
the local population, economy or government?�• Is your organization critical to the 
continuity of basic services or utilities infrastructure in your area?�• Is your organization 
critical to state or national commerce?�• What would be the effects of a terrorist act 
against your organization?�• What would be the social, economic or psychological 
ramifications of a terrorist attack against your organization?�• What is the nature of your 
assets: hazardous materials, uniqueness, potential danger to others, etc.?�• How long 
would it take to restore your critical services/functions? 
 
 
 
 
 
 
9. High Risk Personnel.� 
Consider:�• Do you have personnel who are critical to the continuing function of State 
or local government, basic services, utilities infrastructure, the community, the economy, 
and/or are of inherent value to your business or agency?�• Do you have personnel who 
are critical for responding to a terrorist act?�• What would be the effect of a terrorist act 
against these high risk personnel? 
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Must add comment if HIGH vulnerability circled. 
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10. Organization Communications. � 
Consider:�• Do you have a Mass Notification System (public address system, 
intercoms, alarms)?�• Do you have a secure communications network that can be relied 
upon during a crisis?�• Do you have a crisis response team?�• Is your crisis response 
team trained?�• Do you conduct regular exercises?�• Do local/regional emergency 
responders participate in your exercises?�• Does your Crisis Response Team have its 
own portable communications system?�• Can your Crisis Response Team communicate 
directly with emergency responders?�• Do you have an emergency law enforcement 
notification system such as a hot line, panic button or something similar?�• Is your alarm 
system tied into the local law enforcement department or do you have an alarm 
service?�• Are your systems tested regularly? 
 
 
 
 
 
 

1. 11. Security and Response. � 
Consider:�• Are your security forces staffing and training levels adequate?�• Do you 
have the capability to maintain a security presence in a high threat/situation?�• Are 
additional security personnel available if requested/�• Are there affiliated 
agency/industry/organization support services available?�• Do you have trained disaster 
response teams within the organization?�• Do you have necessary specialty detection, 
monitoring, hazard assessment devices on hand and are they functional?�• Are 
local/regional law enforcement forces adequate and can they respond rapidly?�• Are 
local emergency responders familiar with your facility and its contents? 
 
 
 
 
 
12. Policy/Procedures/Plans.� 
Consider:�• Do you have a current crisis response/disaster plan?�• Does your plan 
include the types of crisis you are most likely to encounter (e.g. earthquake, lahar, fire, 
explosion, chemical release)?�• Are your employees familiar with the plan?�• Have you 
conducted crisis response and disaster drills and were they effective?�• Have you 
identified the critical functions of your workplace and do you have a plan for 
continuation of operation during an emergency? 
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13. Security Equipment.� 
Consider:�• Do you have a security system and is it current technology?�• Do you have 
an intrusion monitoring motion detector or an alarm system?�• Do your systems have 
back-up if power is cut or fails?�•Do you have personnel protective equipment for your 
emergency response team appropriate for the hazardous materials at your facility?�• Is 
such equipment in working order and has it been inspected recently? 
 
 
 
 
 
 
14. Computer Security�Cyber-crime, including cyber-terrorism, involves attacks 
against your organization's computer systems and your data.  
Consider:�• Is your site dependent on information technology such as computers and 
networks to accomplish its daily business activities?�• Is the information stored in your 
computer systems valuable?�• Do you have backup power available for your computer 
systems?�• Do you make backup copies of your data?�• Is your backup data securely 
stored?�• Does your site have computers or networks connected to the Internet?�• Have 
you experienced problems with computer security incidents, such as computer viruses, 
worms, web-site defacements and/or denial of service attacks in the past?�• Do you have 
staff who are adequately trained and are available to monitor security warnings and take 
protective measures, such as loading system patches?�• Do you have technology security 
tools in place such as firewalls, intrusion detection systems or anti-virus software to 
protect your computer systems?�• Do you have a computer security policy, plan and 
procedure in place that includes a computer security incident response team? 
 
 
 
 
 
 
15. Suspicious Mail and/or Packages.� 
Consider:�• Is the mail for your facility opened in a secured area or an area isolated 
away from the majority of personnel?�• Have the personnel who open mail received 
training on the recognition of suspicious mail and/or packages?�• Do you have specific 
procedures on how to handle suspicious mail and/or packages, including possible facility 
evacuation?�• Do you have a secure and contained location where any unusual or 
suspect deliveries or mail can be stored until proper authorities can evaluate the suspect 
items? 
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16. Telephone bomb and Other Threats.� 
Consider:�• Has your staff received training on how to handle bomb and other threat 
calls?�• Does your staff have a checklist of questions to ask the caller in case of a bomb 
or other threatening call?�• Does your facility have a plan on how to handle bomb and 
other threatening calls?�• Does your plan include a system for searching your facility for 
suspicious objects, which would be done by qualified personnel familiar with the 
facility?�• Does your plan include a decision making process on whether to evacuate the 
facility?�• Are personnel familiar with the plan and have evacuation drills been 
conducted?�• Is your plan coordinated with local law enforcement and the local phone 
company? 
 
 
 
 
 
 
17. Employee Health & the Potential for Bio-Terrorism.� 
Consider:�• Do you have an employee occupational health specialist on staff?�• Do 
you have an occupational health safety program in place?�• Do you have a health 
professional working at your facility?�• Do you have a procedure in place to track the 
health of each employee and know if more than one employee has the same 
symptoms?�• Do you monitor the health status of employees on sick status or 
absenteeism?�• Are employees encouraged to keep supervisors informed on any unusual 
health related event or condition?�• Are employees required to report any unusual 
conditions or substances encountered in the course of their normal duties, such as strange 
substances or odors from packaging or mail?�• Do employees know the proper 
procedures for emergency operation or shut-off of air handler, air circulating or 
ventilation systems?�• Do you keep a current list of employees, home addresses and 
emergency contact information?�• Do you have an emergency notification plan for 
employees (e.g. calling tree)? 
 
 
 
 
 
 
18. To be completed by Health Care Activities/Organizations ONLY. 
Capacity to Recognize a Bio-Terrorism Event.� 
Consider:�• Do you regularly notify the state or local health department of all reportable 
diseases and conditions when they occur in your facility?�• Do you have personnel 
trained in recognizing the clinical signs and symptoms of potential victims of biologic or 
chemical events?�• Do you have a plan for responding to suspected Bio-Terrorism 
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events?�• Do you regularly communicate unusual symptoms or patterns of disease with 
other healthcare facilities in your area or the local health department? 
 
 
 
 
 
 
19. To be completed by Health Care Activities/Organizations ONLY.� 
Capacity to Respond to a Bio-Terrorism Event.� 
Consider:�• Do you have a Bio-Terrorism response plan for your facility?�• Have you 
coordinated your Bio-Terrorism response plan with the local emergency operations team 
including law enforcement and other healthcare facilities?�• Do you have a system for 
knowing the bed (or care) capacity of your facility at any given time?�• Do you have a 
current inventory of your medical supplies and pharmaceuticals that may be required 
during an emergency event?�• Do you have a plan for contacting and deploying 
healthcare personnel during an emergency?�• Do you have plans for how to best utilize 
your facility during a mass casualty event?�• Do you have decontamination facilities?�• 
Do you have a protocol for treating contaminated patients?�• Do you have a plan for 
how to utilize volunteers from other areas and facilities during an emergency? (e.g. 
Scheduling, Training, Credentialing, etc.) 
 
 
 
 
 
 
20. Please list any important remarks you think should be made concerning 
your self-assessment. Also, please list any unusual or significant findings that 
you developed during your self-assessment, list significant hazardous 
materials that might be used as a terrorist weapon or any significant impact a 
terrorist act against your site may cause to the community. 
 
 
 
 
 
 
 
21. IDENTITY BOX 
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Group performing self-assessment 

Type of Business/Facility 
 



 
 
 
  
 
 
  
 
 
  
 
 
 
 
 
 
 
 
  
 
22. Who is your local law enforcement contact? 
 
 
 
 
23. Add all of your scores. (Health Organizations note bottom paragraph) 
 
Total:  
  
 
  
 
 
 
 
You should coordinate with your local law enforcement agency regarding the 
results of your self-assessment. If your self-assessment indicates that your 
score is in the High Risk category, or if you believe your organization 
presents significant or unusual vulnerability or risk factors, you should 
provide a copy of this self-assessment to your local law enforcement office. 
 

Contact Person 
 

Address: Street, City, State, Zip 
 

Office Phone 
 

Cell Phone 

FAX 

eMail Address 

 

 
 

LOW RISK: Below 85� 
LOW CAUTION: 86 - 120� 

HIGH CAUTION: 171 - 255� 
HIGH RISK: 256 - 340 

 



Self-Assessment Evaluation:�Please note that if the two health organization 
questions are completed, you will need to adjust the following scoring bracket 
ranges to increase the potential total score to 350.� 
 
 
 


